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$ whois arien
• MTS elektrotechniek

• MS-DOS, OrCAD. Ultiboard, PSPICE
• UNIX (BSD) via internethost XS4ALL

• 9600 baud modem 
• 'Telnetten naar andere machines'
• Boek over 'UNIX' uit de bibliotheek

• av@hacktic.nl

mailto:av@hacktic.nl


$ whois arien
• AT&T

• HP-UX, Sun Solaris, SGI IRIX, SCO, Linux
• Avond HTS elektrotechniek

• Amsterdam Internet Exchange (AMS-IX)
• Freelancer



$ whois arien
• AT&T

• HP-UX, Sun Solaris, SGI IRIX, SCO, Linux
• Avond HTS elektrotechiek

• Amsterdam Internet Exchange (AMS-IX)
• Freelancer
• Freedom Internet



$ task list
• Home routers, modems (CPE)
• Access netwerken

• DSLAM, OLT, PPPoE
• ISP netwerk

• Netwerk elementen en services
• Internet

• BGP, transit, peering

Internet

ISP A ISP B



$ task list
• Home routers, modems (CPE)
• Access netwerken

• DSLAM, OLT, PPPoE
• ISP netwerk

• Netwerk elementen en services
• Internet

• BGP, transit, peering



$ man cpe
• System On a Chip (SOC)

• Ethernet, USB
• I/O chips

• RF chips
• WAN xDSL chip
• Telefoon driver chip (POTS)

• DDR3 RAM
• Flash

Wi-Fi 
2,4Ghz 

DSL Wi-Fi 5Ghz

DECT

DDR3

Flash

POTS
SOC

USB 3.0/2.0

10/1001000 BASE-T

WAN GE



$ man cpe
• Zoveel mogelijk uitgeklede Linux OS

• Geen enkele shell
• Geen telnet, ssh deamons

• HTTP server
• Web interface gebruiker
• TR-069

Wi-Fi 
2,4Ghz 

DSL Wi-Fi 5Ghz

DECT

DDR3

Flash

POTS
SOC

USB 3.0/2.0

10/1001000 BASE-T

WAN GE



$ man cpe
• WAN interfaces

• xDSL
• Gigabit Ethernet

Wi-Fi 
2,4Ghz 

DSL Wi-Fi 5Ghz

DECT

DDR3

Flash

POTS
SOC

USB 3.0/2.0

10/1001000 BASE-T

WAN GE



$ task list
• Home routers, modems (CPE)
• Access netwerken

• DSLAM, OLT, PPPoE
• ISP netwerk

• Netwerk elementen en services
• Internet

• BGP, transit, peering

Internet

ISP A ISP B



$ echo "access netwerk"
• Digital Subscriber Line (xDSL)
• Fiber To The Home (FTTH)
• Dail-in (POTS)
• Cable (COAX)
• Wireless

Internet

ISP A ISP B

Access
Provider



$ echo "access netwerk"
• xDSL

• Kopernetwerk bedoeld voor telefonie
• In huis

• IS/RA (InfraStructuur / RandApparatuur)
• InfraStructuur

• Digital subscriber Line Access Multiplexer 
(DSLAM)



$ echo "access netwerk"
• xDSL

• Kopernetwerk bedoeld voor telefonie
• In huis

• IS/RA (InfraStructuur RandApparatuur).
• InfraStructuur

• Digital subscriber Line Access Multiplexer 
(DSLAM)

Access
Provider

DSLAM
DSLAM

Ethernet



$ echo "access netwerk"
• xDSL

• Kopernetwerk bedoeld voor telefonie
• In huis

• IS/RA (InfraStructuur RandApparatuur).
• InfraStructuur

• Digital subscriber Line Access Multiplexer 
(DSLAM)

Access
Provider

DSLAM



$ echo "access netwerk"
• Fiber To The Home (FTTH)

• Enkele fiber, bi-directioneel
• Active Optical Network (AON)

• Gigabit Ethernet
• Kastjes aan de muur

• Media convertor (NTU)
• Fiber connector (FTU)

Access
Provider

Ethernet
Ethernet

Ethernet



$ echo "access netwerk"
• Passive Optical Network (PON)

• Infrastructuur
• Optische splitters 

• Al dan niet in de grond
• Optical Line Terminal (OLT)

• In huis
• Optical Network Unit (ONU) 

Optical Network Terminal (ONT)

Access
Provider

OLT

ONT ONT ONT

Ethernet



$ echo "access netwerk"
• Passive Optical Network (PON)

• Voordelen tov AON
• Goedkoper in aanleg
• Gebruikt minder energie

• Nadelen
• Access netwerk heeft alle controle

Access
Provider

OLT

ONT ONT ONT

Ethernet



$ echo "access netwerk"
• Interconnectie Access Providers en ISP

• 10Gbit/s ethernet
• Link Aggregatie (LAG)

ISP

Internet

Access
Provider Access

Provider
Access
Provider

Eth
ern

et Ethernet

Ethernet



$ echo "access netwerk"
• Point to Point Protocol over Ethernet (PPPoE)

• PPP tunnels tussen CPE-BRAS 
(Broadband Access Server)

ISP

Internet

BRAS



$ echo "access netwerk"
• Point to Point Protocol over Ethernet (PPPoE)

• PPP tunnels tussen CPE-BRAS 
(Broadband Access Server)

• Access netwerk verreikt PPPoE Active 
Discovery (PAD) berichten met: 
• 'circuit-id' en 'remote-id' 
• Authentication, Authorization en Accounting

ISP

Internet

BRAS

PADI

PADI

remote-id, circuit-id



$ echo "access netwerk"
• Point to Point Protocol over Ethernet (PPPoE)

• PPP tunnels tussen CPE-BRAS 
(Broadband Access Server)

• Access netwerk verreikt PPPoE Active 
Discovery (PAD) berichten met: 
• 'circuit-id' en 'remote-id' 
• Authentication, Authorization en Accounting

• IPv4-adres(sen) en DNS servers via IPCP 

ISP

Internet

BRAS

IPv4, DNS, etc.



$ echo "access netwerk"
• Access netwerk verreikt PPPoE Active 

Discovery (PAD) berichten met: 
• 'circuit-id' en 'remote-id' 
• Authentication, Authorization en Accounting

• IPv4-adres(sen) en DNS servers via IPCP 
• IPv6 prefix via DHCPv6 Prefix Delegation 

(DHCPv6 PD)

ISP

Internet

BRAS

DHCPv6 PD



$ task list
• Home routers, modems (CPE)
• Access netwerken

• DSLAM, OLT, PPPoE
• ISP netwerk

• Netwerk elementen en services
• Internet

• BGP, transit, peering

Internet

ISP A ISP B

Access
Provider



$ printf '%s\n' "ISP Netwerk"
• RADIUS auth

• Acces netwerken verrijken  
PADI en PADR

• remote-id wordt gebruikt voor: 
Authentication en Authorization

• RADIUS accounting
• Debian Linux VMs

• FreeRADIUS en PostgreSQL database

Internet

core
routers

BRAS

Servers

Radius servers



$ printf '%s\n' "ISP Netwerk"
• BRAS adverteert via BGP de CPE routes 

naar de core BPG routers
• Elke klant IPv4 /32
• Bijna elke klant IPv6 /48
• IPv4 subnet klant IPv4 /29

• Core routers adverteren
• Full table via BGP

Internet

core
routers

BRAS

Servers

Radius servers

BG
P



$ printf '%s\n' "ISP Netwerk"
• Freedom is in ~6 maanden opgezet

• BRAS en PPPoE terminatie is in eerste 
instantie uitbesteed

• RADIUS auth is inmiddels in-huis

Internet

core
routers

BRAS

Access
Networks

servers

Radius servers



$ printf '%s\n' "ISP Netwerk"
• Freedom is in ~6 maanden opgezet

• BRAS en PPPoE terminatie is in eerste 
instantie uitbesteed

• RADIUS auth is inmiddels in-huis
• Eigen BRASen

• Geleidelijk sluiten we nieuwe  
FTTH-netwerken aan

Internet

core
routers

BRAS

Access
Networks

servers

Radius servers

BRAS

Access
Networks

Access
Networks



$ printf '%s\n' "ISP Netwerk"
• Routers (BRAS en Core)

• Juniper MX204
• 400Gb/s

• 4 x 40/100Gb/s interfaces
• 8 x 1/10Gb/s interfaces



$ printf '%s\n' "ISP Netwerk"
• Routers (BRAS en Core)

• Juniper MX204
• 400Gb/s

• 4 x 40/100Gb/s interfaces
• 8 x 1/10Gb/s interfaces

TCAM

output filter

input filterSERDES

SERDES
MAC

output filter

input filter SERDES

SERDES
MAC

output filter

input filterSERDES

SERDES
MAC

output filter

input filter SERDES

SERDES
MAC

LOGIC

Routing Engine
(General Purpose Computer)

switch
fabric

ASIC(s)

z



$ printf '%s\n' "ISP Netwerk"
• Juniper CLI shell (> prompt)
• FreeBSD csh
> start shell                   
% uname  
FreeBSD 
% 

TCAM

output filter

input filterSERDES

SERDES
MAC

output filter

input filter SERDES

SERDES
MAC

output filter

input filterSERDES

SERDES
MAC

output filter

input filter SERDES

SERDES
MAC

LOGIC

Routing Engine
(General Purpose Computer)

switch
fabric

ASIC(s)

z



$ printf '%s\n' "ISP Netwerk"
• Routing deamons

• BGP, OSPF
• Route tabellen

• Data structuren in RAM
• Forwarding in hardware

• TCAM
• Associatief geheugen in hardware

TCAM

output filter

input filterSERDES

SERDES
MAC

output filter

input filter SERDES

SERDES
MAC

output filter

input filterSERDES

SERDES
MAC

output filter

input filter SERDES

SERDES
MAC

LOGIC

Routing Engine
(General Purpose Computer)

switch
fabric

ASIC(s)

z



$ printf '%s\n' "ISP Netwerk"
• Servers

• DNS servers
• Recursive
• Authoritative
• PowerDNS

• ACS (Automatic Configuration Server)
• TR-069
• CPE management

z

Internet

core
routers

BRAS

Access
Networks

DNS servers

Radius servers

ACS

BRAS

Access
Networks

Access
Networks



$ printf '%s\n' "ISP Netwerk"
• Uitbesteed

• Telefonie
• Email
• Hosting
• TV
• (DDOS mitigation)

z

Internet

core
routers

BRAS

Access
Networks

DNS servers

Radius servers

Telephony
Provider

Television
Provider

Email
Provider

Hosting
Provider

ACS

BRAS

Access
Networks

Access
Networks



$ printf '%s\n' "ISP Netwerk"
• Business

• COIN (overstappen)
• CPE maker

• Logistieke partner
• Monteurs
• IP-adressen

• RIPE
• Address brokers

z

Internet

Internet 
Service 
Provider

Access
Provider

TV TV

Telephony
Provider

Television
Provider

Payment
Provider

Email
Provider

Logistics
Provider

Service
Engineers

Modem 
Manufacturer

Hosting
Provider

Financial 
Administration

IPv4 IPv4 IPv4

RIPE

Brokeraddresses
brokers

IPv6 IPv6 IPv6

COIN



$ printf '%s\n' "ISP Netwerk"
• SOMS

• Soms Order Management System
• In-huis ontwikkeld

• Ruby
• Rails framework
• PostgreSQL database

z

Payment
Provider

Logistics
Provider

Service
Engineers

Financial 
AdministrationSOMS

Telephony
Provider

Television
Provider

Email
Provider

Hosting
Provider

Resellers

Anti-Virus

Future 
services

Access 
Provider A

Website

COIN

Access 
Provider B

Access 
Provider C

Future 
Access 
Provider



$ printf '%s\n' "ISP Netwerk"
• Netwerk redundancy

z

Internet

core
routers

BRAS

Access
Networks

DNS servers

Radius servers
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BRAS

Access
Networks

Access
Networks



$ printf '%s\n' "ISP Netwerk"
• Netwerk redundancy

• Eigen netwerk elementen zijn dubbel 
uitgevoerd

• Nog niet alle interconnects zijn dubbel
• Kosten
• Backup via transit

z

Transit

BGP
routers

BRAS

Access
Provider

TV
Provider

BGP
routers

PNI Peers

BRAS

Access
Provider

AMS-IX
Peers

Frys-IX
Peers

Internet

switch switch
PNI Peers



$ printf '%s\n' "ISP Netwerk"
• Netwerk redundancy
• We werken aan geografische redundancy

• Drie datacenters
• Darkfiber
• Extra Proxmox cluster

z VXLANVXLAN

Freedom
Servers

Colo

Soverin
Servers

Upstream1IXP

DSL / FTTH

FTTH 1 FTTH 5FTTH 3

upstream2

VXLANVXLAN

Core1

BRAS1

Freedom
Servers

patch panelpatch panel

VXLANVXLAN

Core1
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Freedom
Servers

patch panelpatch panel

OLP

FTTH 2 FTTH 4

100 of 40G 

100 of 40G 

100 of 40G 

100 of 40G 

patchp.

100 of 40G 

100 of 40G 



$ printf '%s\n' "ISP Netwerk"
• Netwerk redundancy
• We werken aan geografische redundancy

• Distributie laag
• Software Defined Network

• BGP EVPN VXLAN
• Gedistribueerde controller  

in de switches
• Linux

z VXLANVXLAN

Freedom
Servers

Colo

Soverin
Servers

Upstream1IXP

DSL / FTTH

FTTH 1 FTTH 5FTTH 3

upstream2

VXLANVXLAN

Core1

BRAS1

Freedom
Servers

patch panelpatch panel

VXLANVXLAN

Core1
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Freedom
Servers

patch panelpatch panel

OLP

FTTH 2 FTTH 4

100 of 40G 

100 of 40G 

100 of 40G 

100 of 40G 

patchp.

100 of 40G 

100 of 40G 



$ task list
• Home routers, modems (CPE)
• Access netwerken

• DSLAM, OLT, PPPoE
• ISP netwerk

• Netwerk elementen en services
• Internet

• BGP, transit, peering

Internet

ISP A ISP B

Access
Provider



$ print "Internet"
• Border Gateway Protocol
• Transit

• Alle routes (IP-adresblokken) komen via 
de transit provider binnen

• Eigen routes adverteren we naar de 
transit provider

Transit

BGP
routers

BRAS

Access
Provider

TV
Provider

BGP
routersPNI Peers

BRAS

Access
Provider

AMS-IX
Peers

Frys-IX
Peers

Internet



$ print "Internet"
• Peering

• Peer = Gelijke
• Uitwisseling met gesloten beurzen

• Peers adverteren eigen routes
• Wij adverteren onze routes naar de peers
• Internet Exchanges faciliteren peering met 

meerdere netwerken
• Transit is backup

Transit

BGP
routers

BRAS

Access
Provider

TV
Provider

BGP
routersPNI Peers

BRAS

Access
Provider

AMS-IX
Peers

Frys-IX
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Internet



# shutdown -h 14:35


